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1
Decision/action requested

This contribution proposes a new Key issue on security of authorization during edge relocation.
2
References

[1]
3GPP TR 23.748: "Study on enhancement of support for Edge Computing in the 5G Core network (5GC)". 
[2]
3GPP TS 33.839 
Study on Security Aspects of Enhancement of Support for Edge Computing in 5GC
3
Rationale

Key issue #2: edge relocation was defined in TR 23.748 [1], which says,
“-
How to handle change of the serving EAS (without UE mobility) to support seamless change, e.g. preventing or reducing packet loss.”
It is expected that the services provided by the EAS will be continuous used by the UE during the EAS change. However, from the security point of view, the authorization for accessing the EAS may be required, such as the secondary authentication or slice authentication. For instance, if the secondary authentication is required, the target EAS providing the same service as the source EAS, shall authorize the UE again based on the secondary authentication during the EAS relocation. Hence, the seamless change may not be supported. 

Therefore, it is suggested to support the seamless change from the security point of view also.
4
Detailed proposal

It is proposed to approve the following key issue.
*************** Start of the changes ****************

5.X.
Key issue #X: Authorization during Edge Data Network change
5.X.1
Key issue details 

TR 23.748 [3] clause 5.2 describes a key issue #2: edge relocation, which raises an issue on "How to handle change of the serving EAS (without UE mobility) to support seamless change, e.g. preventing or reducing packet loss". It is expected that the services provided by the EAS will be continuous used by the UE during the EAS change. Currently, several solutions (such as solution #22-40) in TR 23.748 [3] were proposed to assure seamless change. 
Here edge Date network will be changed during the edge relocation, which is more than changing the PDU session anchor only. Because Date network will not be changed in the case of changing the PDU session anchor, such as SSC mode 1/2/3.

During the edge data network change, the authorization of the UE may also be required by the target EAS deployed in the target edge data network based on the secondary authentication or slicing authentication. This key issue is to study the authorization requirement between the UE and the target EAS deployed in the target edge date network during the edge data network change, such as whether the secondary or slicing authentication shall be performed again if it is still required by the same EAS deployed in the edge data network, or the impact on the seamless change due to the secondary or slicing authentication, or other newly authorization mechanism.
5.X.2
Security threats

Without the authorization, any UE may be able to consumer the services provided by the target Edge Date network. Whether the newly defined authorization impact the seamless change for time sensitive services.
5.X.3
Potential security requirements 

Authorization of UE for EAS service access during edge data network relocation with seamless change shall be supported.

*************** End of the changes ****************

